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TWO SIDES OF ONE COIN

MAINTENACE MANAGEMENT HAS TO BE DONE BASED 

ON RISK/ OPPORTUNITY ASSESSMENT ! 
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HOW TO MANAGE THE RISKS THROUGH 
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1. STEP: MACHINERY SAFETY

2. STEP: OH&S LEGAL REQUIREMENTS

3. OH&S MANAGEMENT SYSTEMS



LEGAL REQUIREMENTS – EU DIRECTIVESAccident 
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Free market

≠
Free rules!

Treaty of the functioning of the
European Union

Art. 114 Art. 153

Removal of trade barriers in the EU internal market Collaboration between EU states on social issues

LOW VOLTAGE
DIRECTIVE 

2014/35/EU

MACHINERY 
SAFETY

2006/42/EC

EMC
DIRECTIVE 

2014/30/EU

MACHINERY

Work equipment
directive

2009/104/EC

WORKPLACE
Framework requirements for improvement OHS

89/391/EEC              

Directive - min. safety+health
requirements Workplace

89/654/EEC

Harmonized EU standards 20 additonal individual directives (act.16, 89/391/EEC)
Specific standards

Declaration of conformity, CE marking Safety operating instructions

MACHINE MANUFACTURER 

RESIDUAL RISK: USER MANUAL

MACHINE OPERATOR in the working environment

ACCEPTABLE RISK: SAFE PROCEDURES

THE BASE OF THE HOUSE =  RISK ASSESSMENT
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THE BASE OF  THE PYRAMID =  RISK ASSESSMENT

Free market

≠
Free rules!



RISK ASSESSMNET (RA)

1. STEP: MACHINERY SAFETY

2. STEP: OH&S  LEGAL REQUIREMENT

3. OH&S MANAGEMENT SYSTEMS
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activities

Risk (according to the Machinery Directive) is defined as the combination of the probability and severity of an
accident or injury that may result from a hazardous situation.



RISK ASSESSMNET - definition
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ISO 12100: RA - overall process comprising a risk analysis and a risk evaluation.

The risk assessment consists of:

• determination of machine boundaries,

• hazard identification,

• risk estimation,

• risk evaluation.



Task identification (ISO 12100)

s hou ld  c ons ide r  a l l  t hose  tas ks  as s oc ia t ed  w i th  a l l  t he  phases  o f  t he  m ach ine  l i f e  c yc l e .  T as k  i den t i f i c a t i on  

s hou ld  a l s o  t ak e  i n to  acc oun t ,  bu t  no t  be  l im i ted  to ,  t he  f o l l ow i ng  t as k c a tegor i es :

 s e t t i ng ;

 t es t i ng ;

 t each i ng /p rog ram mi ng ;

 p roc es s / too l  c hangeov er ;

 s ta r t - up ;

 a l l  modes  o f  oper a t i on ;

 f eed ing  m ach ine ;

 r em ov a l  o f  p r oduc t  f r om  mac h ine ;

 s topp i ng  t he  m ac h i ne ;

 s topp i ng  t he  m ac h i ne  i n  an  em ergenc y ;

 r ec ov e ry  o f  ope ra t i on  f r om jam;

 r e - s t a r t  a f t e r  unsc hedu le d  s t op ;

 f au l t f i nd i ng / t r oub le - s h oo t i n g  (oper a t o r  i n te r v en t i on ) ;

 c l ean ing  and  housek eep i ng ;

 p reven t ive  m ain t en an ce;

 co rr ec t ive  ma in ten an ce .
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RA: 1.LIMITS OF MACHINERY, 2.HAZARDS IDENTIFICATION

Hazard: potential source of harm.
The term “hazard” can be qualified in order 
to define its origin (e.g. mechanical hazard, 
electrical hazard) or the nature of the 
potential harm (e.g. electric shock hazard, 
cutting hazard, toxic hazard, fire hazard).

hazardous situation: circumstance in which a person is 
exposed to at least one hazard Harm

physical injury or damage to health
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How much?

hazard zone: any space within and/or around machinery in 
which a person can be exposed to a hazard

hazardous event: event that can 
cause harm

BASIC PRINCIPLE: Accident causality/ scenario: Hazard (type)  hazardous situation  hazardous event  harm  loss



RISK ASSESSMENT (ISO 12100)

Risk analysis:

combination of the specif ication of the limits of the machine, hazard 

identif ication and risk estimation.

Risk estimation:

definit ion of severity l ikelihood of harm and probability of i ts 

occurrence (R = P x C).

Risk evaluation:

judgement, on the basis of risk analysis, of whether the risk reduct ion 

object ives have been achieved



IDENTIFICATION OF HAZARDS

Hazard identi f icat ion is one of  the most  important  steps in the r isk management process.

The list of hazards must be carefully established .

A l is t  of  al l  the energy sources or al l  the man-machine interfaces that  can affect the health 

and safety of  exposed workers must  be careful ly establ ished, whether they are moving 

elements (mechanical  hazard), electr i f ied components (electr ical hazard), machine 

components that are too hot or too cold (thermal hazard),  noise,  vibrat ion,  vis ible ( laser) or 

invis ible radiat ion (electromagnet ic),  hazardous mater ials or awkward postures (ergonomic 

hazard).  

These hazards are then l inked to the hazardous si tuat ions to which the workers are exposed.



IDENTIFICATION OF HAZARDS (ISO 12100)

Check – list

10 Types of hazards

Hazardous 
situation

Y/N

Mechanical hazards Y
Electrical hazards Y
Thermal hazards Y
Noise hazards Y
Vibration hazards Y
Radiation hazards N
Material/ substance hazards N
Ergonomic hazards Y
Hazards associated with environment  in 
which the machine is used

N

Combination of hazards N
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RISK definition ISO 12100

RISK: combination of the probability of occurrence of harm and the severity of that harm.
ADEQUATE RISK REDUCTION: risk reduction at least in accordance with legal 
requirements under consideration of the current state of the art.

RESIDUAL RISK: risk remaining after protective measures have been taken.
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RISK REDUCTION (3 steps ISO 12100)

• STEP 1: Measures for self-design safety -
eliminate or reduce associated risks.

• STEP2: Safety protection and additional 
protective measures - reduce risks by applying 
technical measures.

• STEP 3: Use Information - Reduces residual 
risks by proper use and maintenance.
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RISK estimation tools

(TNI/ISO/TR 14121-2)

 Risk matrix

 Risk graph (PL/SIL)

 Numerical scoring

 Fault /failure tree analysis – FTA

 Failure mode and effect analysis – FMEA

 Hazard and operabil ity study - HAZOP 
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RISK ASSESSMNET (RA)

1. STEP: MACHINERY SAFETY

+
1. STEP: OH&S LEGAL REQUIREMENT

2. OH&S MANAGEMENT SYSTEMS
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Prevention (according to the OHS Directive): all the steps or measures taken or planned at all stages of work in 
the undertaking to prevent or reduce occupational risks.



THE CONTROL OF HAZARDOUS ENERGY

Lockout, Tagout ANSI/ASSPZ 224.1-2016

Hazardous energy:  Any form of  energy,  stored or  residual ,  having the abil i ty of  

unexpected connect ion or  mobil izat ion of  equipment (e.g.  capaci tors,  spr ings,  

elevated machinery parts,  rotat ional  f lywheels,  hydraul ic systems, pneumat ic 

systems,  gases,  vapours etc. ) .

OR: Any electr ical ,  mechanical ,  hydraul ic,  pneumat ic,  chemical ,  nuclear,  thermal,  

gravitat ional or  other  energy,  that  could cause harm to personnel.

The objective of LOTO system implementation is  to increase occupat ional  heal th 

and safety at  work (OHS),  preferably of  the maintenance personnel ,  or  of  a l l  the 

employees per forming works by unblocked protect ive equipment  or  their  removed 

covers.  The same applies to the employees having to touch a dangerous part  when 

repair ing the machine or the equipment thus endanger ing their  heal th or  l i fe,  as wel l  

as the employees being forced to work within the hazard zone thus being exposed to 

the machinery hazardous energy source.  
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„LOTO“ RISK Assessment Terminilogy

Risk Assessment: Total  procedure (a lgor i thm) contain ing the analysis 

and r isk assessment.  

Residual risk:  The r isk that  remained af ter  taking of  safety measures 

(adopted by a constructor  and/or  operator) .

Hazardous Energy Management System : HEMS represents 

a coordinated and systemat ic approach for  r isk management ar is ing f rom 

hazard of  l i fe and health of  employees,  by exposing or st r ik ing by 

hazardous energy throughout  maintenance act iv it ies.  HEMS constant ly 

helps to improve per formance in terms of  OHS and ensure conformity with 

legis lat ive requirements as well  as respect ive standards.
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2
Identify devices, machines, etc. and 

types of hazardous energy  (HE)

3
Identify all sources of hazardous 

energy (HE)

4
Determine the lock out location of the 

dangerous energy 

5 Identify suitable lock out methods of 
hazardous energy (LOTO)

6 Notify affected staff - persons

7 Shut down equipment

8
Disconnect the equipment at the 

hazardous energy point

9 Lock out equipment

10 Verify: zero – energy state

Hazardous energy not controlled11 Perform the work

12

Check that all tools and material are 
removed from the workspace
Check that the device is ready for 
safe operation
Check that all safety features of the 
device are ready
Remove LOTO equipment

13 Restore power

No Yes 

14 Return control to operating personel

15
Record date/time lockout removed and 

system restored.

No 

Yes 

1
Inform the LOTO coordinator before 

starting work

Work still required?
Verify that maintenance 
activities are complete.



RISK estimation tools

 Risk matrix

 RCFA

 Fai lure/  faul t  t ree analysis – FTA

 Even tree analysis – ETA

 Bow tie 

 LOPA

 Human rel iabi l i ty analysis – HRA

 Fai lure mode and effect  analysis – FMEA

 Hazard and operabil i ty study - HAZOP 
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RISK ASSESSMNET (RA)

1. STEP: MACHINERY SAFETY

+
1. STEP: OH&S LEGAL REQUIREMENT

+
1. OH&S MANAGEMENT SYSTEMS
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Risk Assessment (according to the ISO 41001): all the steps or measures taken or planned at all stages of 
work in the undertaking to prevent or reduce occupational risks.



OH&S Management SYSTEM (ISO 45001)

RISK - effect  of  uncertainty (on objectives)

Hazard – Anything that  has a potent ial  to cause injury or  i l l  heal th.  Hazards are 

ident i f ied for  al l  processes so that  act ions can be taken to control  or  mit igate the 

effects of  the hazards on workers.  5 levels of  hazard controls in ISO 45001.

OH&S r isk - combinat ion of  the l ike l ihood of   occurrence of  a work-related 

hazardous event or  exposure and the sever ity of  injury or  i l l  heal th that  can be 

caused by the event or exposures).

OH&S opportunity - c i rcumstance or  set  of  c i rcumstances than can lead to 

improvement of  OH&S performance.
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HOW MANAGE THE RISKS THROUGH

MAINTENANCE MANAGEMENT

RISK - effect  of  uncertainty (on maintenance management object ives)

Opportunity - c i rcumstance or  set  of  c i rcumstances than can lead to improvement 

of  MAINTENANCE performance.

Stakeholder . . .  Cutomers,  Legal requirement,  Employees,  publ ic

Process approach (main processes – prevent ive,  predict ive,  corect ive)

Improvement of  maintenance management not equipment!

PDCA cycle

Risk-Based Thinking (RBT)

WHY NOT ??????????????????????????????????????????

Prevention of 
accident 

caused by 
maintenance

activities

MAINTENANCE MANAGEMENT SYSTEM – STRUCTURE  BY ISO ANNEX SL!



What does it mean MMS? 

Needs and expectations 
of relevant parties

Leadership 
(5)

RBT

Performance 
evaluation (9)

R&O Evaluation

Customer 
requirements

Organizational 
context (4)

R&0 extern/int. 
issue

Support and 
Operation

(7, 8)
Analysis R&O 

Planning
(6)

Identification 
R&0 

Improvement
(10)

Update R&O

Maintenance Management 
System (MMS)

Check

DoPlan

Act

Customer 
satisfaction

Results of the 
MS

Products and 
Services

?



MANAGEMENT TOOLS - PLAN

P: RbT - strategy: MCA, RCM – FMEA, QRA(RBI)

HAZOP, .. .

D: Strategy real isation

C: KPI, RCFA, ...  QRA: FTA, ETA ...

A: Improvement strategy of maintenance!


