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Who are we...?

Q & S department was established
in 2001 y.

Education in 2 separate study
programmes:

= Quality Production
» Safety of technical systems

National and international projects
(included 7FP - IntegRisk)

External cooperation:

= Risk Analysis (SEVESO, OH&S,
Pipeline integrity, ATEX)

» Management Systems -
implementation (BBS)

» Maintenance Management
(RCMCost, TPM, FMEA, ...)

b




Department Activities

L,Becoming an expert is essentially being willing to start with nothing”

National projects, Structural funds,
Erasmus programs, 7FP Bc., MSc., PhD.

RESEARCH EDUCATION

'

COOPERATION

@;ﬂ;ﬁﬂ%ﬁfﬂm embraco O!SEﬁ!rzfoN ' @ ll'!illi“ ﬁ_iﬂiﬁi(’l EEE GETRAG




VUCA Time

Source: http://robertjgardner.co.uk/2013/07/22/vuca-the-acronym-of-our-time/

vV U C A

VOLATILITY IJPL_.EE‘T-«IPTf
Equity, bond and currency e i
market volatility; the lack

af atability and predict

ability,

I1'IE|]DF EI1|:H1E;F_.
COme.

. it is profoundly changing not only how organizations do business, but how
leaders lead and how pension funds are managed. The skills and abilities leaders
once necessary to thrive are no longer sufficient or even applicable.”




EU - Direct costs of accident

Major accident (MA): human life, environment, property

OH&S: Life and ill health
> 2,3 mil. human death / year




Safety Management System

History
®
1996 1999 2000 2007 2018
® ® ® ® ®
BS 8800 OHSAS18001 OHSAS 18002 BS OHSAS 18001 | |20 42001
ISO 45001.2
" International Procedure for Revison Hi
gh Level
Srifish standard document, but OHSAS Standardizationin | structure (RBT),
not official implementation many EU countries | |nterested parties,
standard (13) Terminology




e 1SO 45001:2018

and who are we?

Developed by ISO — process started in y. 2016

Scope of the OH&S management system (4.3/4.4)

N\

How we do it?

Contnual mprovemerni




ISO 45001:2018

Different from OHSAS structure

— T

v'High Level Structure (HLS- Annex SL)
v'Risk-Based Thinking (RBT)
v'Involved of interested parties

v"OHS opportunity

v'Terms and definition — new and revised
v Preventive-action
v'Process approach

v'Documented information
v'Outsourcing

v'PDCA
v'Continual improvement

V...



HLS Standards

Annex SL
2€ andard
10 chap. | PDCA RBT

Quality ISO 9001:2015 QMS X X X X
IATF 16949:2016 X X X X
OH&S I1SO 45001:2018 OHSMS X X X X
Environment ISO 14001:2015 EMS X X X X
Energy ISO 50001: 2011 EnMS - X - %

ISO 50001:2018 X X X
Asset ISO 55001:2014 AMS X X X -
Medical devices ISO 13485:2016 QMSMD X X X X
Food Safety ISO 22000:2018 FSMS X X X X
Business Continuity 150 22301:2012 | BCMS X X X X
Information Security \J.&/IEC 27001:201 y SMIB X X X X
Sustainable development | 1ISO 37101:2016 MSSD x X X X

* CE - certification of management system




10 Chapters

5
Annex SL 5«2 | “

- BS OHSAS 18001 - ISO 45001

Scope Scope
2. Normative References 2. Normative References
i Terms and Definitions 3. Terms and Definitions
4. OH&S management system Requirements 4. Context of the Organization
4.2 OH&S Policy 5. Leadership
4.3 Planning 6. Planning
4.4 Implementation and operation 7. Support

4.4.6 Operational Control 8. Operation
4.5 Checking 9. Performance Evaluation
4.6 Management Review

10.  Improvement
Annex A, Annex B Annex A
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Scope

Normative references
Terms and Definitions
Context of the Organization
Leadership

Planning

Support

Operation

Performance evaluation

Improvement

Scope

This International Standard specifies requirements for

an OH&S MS, with guidance for its use, to enable

an organization to provide safe and healthy working condition
for the prevention of work-related injury and ill health and to
proactively improve its OH&S performance.

This includes the development and implementation of an
OH&S policy and objectives which take into account applicable
legal requirement and other requirement to which

the organization subscribes.
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Scope

Normative References
Terms and Definitions
Context of the Organization
Leadership

Planning

Support

Operation

Performance Evaluation

Improvement

Terms and Definition

For the purpose of this document, the following 37 terms and
definition are applied.



I1SO 45001:2018

BS OHSA 18001

37 terms

!

3.1 |Organization — different 3.17 |Organization
3.2 |Interested parties — different 3.10 |Interested parties
3.3 |Worker
3.4 [|Participation
3.5 [Consultation
3.6 |Workplace 3.23 |Workplace
3.7 |Contractor
3.8 |Requirements
3.9 |Legal requirements and other

requirements
3.10 | Management system
3.11 |OH&S management system 3.13 |OH&S management system
3.12 | Top management
3.13 |Effectiveness
3.14 |Policy
3.15 |OH&S policy 3.16 |OH&S policy
3.16 |Objective
3.17 |OH&S objective 3.14 |OH&S objective
3.18 |Injury and ill health - different |3.8 |ill heath
3.19 |Hazard 3.6 [Hazard

("
0"'5‘75} 23 terms

18001

3.20 |[Risk (effect of uncertainty) - different |3.21 |Risk

3.21 |OH&S risk

3.22 |OH&S opportunity

3.23 |Competence

3.24 |Documented information - different 3.20 |Record, document (3.5)

3.25 |Process

3.26 |Procedure 3.19 |Procedure

3.27 |Performance

3.28 |OH&S performance - different 3.15 |OH&S performance

3.29 |Outsource

3.30 |Monitoring

3.31 |Measurement

3.32 |[Audit 3.2 Audit

3.33 |Conformity

3.34 |Nonconformity 3.11 |Nonconformity

3.35 |Incident 3.9 Incident

3.36 |Corrective action 3.4 Corrective action

3.37 |Continual improvement 3.3 Continual improvement
3.1 Acceptable risk
3.12 |OH&S
3.18 |Preventive action

3.22

Risk assessment




Terms and definitions

ISO 45001:2018

BS OHSA 18001

3.20 |Risk (effect of uncertainty) - different 3.21 |Risk (combination of the likelihood of
an occurrence of a hazardous event or
exposure and the severity of injury or
ill health that can be caused by the
event or exposures)

3.21 |OH&S risk (combination of the likelihood of

occurrence of a work-related hazardous

event or exposure and the severity of injury

or ill health that can be caused by the event

or exposures)

3.22 |OH&S opportunity (circumstance or set of

circumstances than can lead to improvement

of OH&S performance
3.12 |OH&S
3.18 |Preventive action
3.22 |Risk assessment




Context of the Organization

- ISO 45001

Scope

Normative references
Terms and Definitions
Context of the Organization
Leadership

Planning

Support

Operation
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Improvement

External and
internal issue —
boundaries —
documented

Process approach

4.1 Understanding the organization and its context
The organization shall determine external and internal issue that relevant to its

purpose and that affect its ability to achieve the intended outcomes of its OH&S
MS.

4.2 Understanding the needs and expectations of workers

and other interested parties

v' Workers of other interested parties,

v' Workers (own),

v'Interested parties which needs and expectation become applicable legal
and other requirements.

4.3 Determining the scope of the OH&S MS

- Shall determine boundaries and applicability of the OH&S MS — scope shall
be available as documented information.

4.4 OH&S MS

The organization shall establish, implement, maintain and continually improve
an OH&S MS, including the processes needed and their interactions,
in accordance with the requirement of this International Standard.



Context of the Organization — Where we are?

| Business Environment
|

Internal Environment External Environment

Plans & Policies I |

Human Resource :
Fina:::?al Resources Micro Environment ~ Macro Environment

Corporate | The customers Demographic
P;;Ptcmze M‘.::E?nery The competitors Economic
Labour Management The Suppliers Technological

Relationship Society Ec:liluttgll




Context of the Organization — Where are we?

Customer,
Workers



Context of the Organization — Where are we?

A NEANERN

External Context Issue

Cultural, political economic and legal issues, natural surroundings and
market competition

New technologies, laws and occupation

Key drivers and trends in industry sector (Industry 4.0)

Relationship, perceptions and values of external interested parties.

External

Interested
Parties

Source:isr_dis 45001




Context of the Organization — Where are we?

" PESTLE ANALYSIS . £ external infl hazard
rame oOr external infiuences - nazards SWOT ANAKSIS

Helpful Harmful
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Context of the Organization — Who are we?

DN NI NI NN

Internal Context Issues

Organizational structure, roles, accountabilities, capabilities and culture
Information systems, flows and decision-making

Introduction of new products, materials, services, tools and equipments
Standards, guidelines and contractual relationship (outsourcing)
Working conditions and working time arrangement.

Internal
Interested

Parties

Source:isr_dis 45001




Risk - Based Thinking (RBT)

ISO 31000:2018 Risk management - Guidelines

RISK - the effects of uncertainity on Objectives

OR’
OPPROTUNITY

PP @tﬁm‘a
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RISK e

Monitoring & Review
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Recording & Reporting




Principles, framework and risk management process from ISO 31000

Principles

Integrated
Continual
improvement
Human and Value creation
cultural and protection
factors

ISO 31000 provides detailed guidelines on

the plan, implement, measure and learn
features of a risk management system.

\ Best
\ available / _ \() \4\ > ~ K‘C
Framework \\/"formation Dyna;ni: Process = \ K/Q\) ‘
an ’ SR — -
/"_- S -.,‘_‘\‘ / responsive ; \I ] %\
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Which are
suitable for:

- Quality

- Safety

- Security

- Environment
-Energy

- Continuity

Risk
assessment?

RBT - Support

ISO 31010

Communicate and consult
Brainstorming

Delphi technique

Interviews

Surveys

Mominal groups

Focus groups

Workshops

Identify risk
Consultation
Data

Checklists

FMEA

HAZOP

Scenario analysis
SWIFT

Sources and Drivers of risk
Cindynic approach

Ishikawa analysis

FTA

Other RCA methods

/_ Analyse co nsequence.\

likelihood and risk
Bayes analysis and netwarks
Business impact analysis
Data and Models
ETA
FTA
Cause-consequence analysis
Human reliability analysis
Mente Carle simulation
Scenario analysis
Toxicological Risk assessment

VaR, CWaR

Wnerability assessment _/

Establish the context
Concept mapping
Document review
Flow charting

PESTLE analysis
SWOT analysis

Report and record
Risk Matrix

Rik Register

S curves
Assessmentreports
Bow tie diagram

Plan

Stakeholderanalysls
b Y
1
\
N v ¥ ¥
€3 Establish the context |<b
-~
=40 Assess risk
2 "~ 2
= —
8< > IdentifyRisk  |er—> 8
b= l -
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ﬁ T Analyse Risk }%) -
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‘31\ :Jl Evaluate Risk I:
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- | Bow tie analysis

Treat Risk

A

1
Selecting between options
Cost benefit analysis
Decision tree
Game theory
Multi-criteria analysis

T

I,

>
-
-

Vg

Analyse controls

HACCP
\LOPA J

finteractions and.
Interactions and
Dependencies
Causal mapping

Cross impact
analysis y

Z

-~
.

-
L

Significance of risk
ALARP/SFAIRP

F/N plots

Level of risk

Pareto charts

Risk indices

Risk matrix




Context of organization — hazards identification

O&HS risks and opportunities

Customer Legal . Economy / |:> . |:> |:> TSl |$
/quality requirements Q OH&S |:> Environment |:> financial Social Image Availability Energy

K L B E F So Im P Se

Cethegory of Consequencess ,,C" Celkkova uroven rizika
Customer et 0 o o n T
" Legiislativ Safety Environment Financial Social Image Availability " . Energy(
o | RO e | RO ean | R® | T2 | RO | a2 @21 | RO | (32q) | RUM | Tiz5q)” | RO) Profit@.21) REZ) | "534y | RE)
3 1 3 2 6 2 6 3 2 6 1 3 3 1 3 > 30 vysoka hodnota
\\ < ako 16 zanedbatelné

Context of the organization (Source of Risks) = | |

Process — ID Identification hazards//threats M e gonsequences on budginess goals
Name of process: MP-01
IManagement Responsibility

Not clear organization structure and
responsibilities.

Lack of communication with customers and interested parties,

1.1. possible high financial losses.

3 - high

EHSEC



Context of the Organization — Who are we?

nonconformity

L4

... On bussiness goals
/‘incident, accident ®

environmental impact

4

Initiate

Quality Risk Management P;ocess
7

)

The 8 Ms (used in manufactu

Risk Assessment

™ -

Risk Identiﬁca!ior

i 1

Machine

- o ‘

/ N
o Inspect \ Material

Risk Analysis|

Money Power

v 1
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Sub-cause Sub-cause

Risk Evaluatioh

Concept & Scope

PHA/HAZIOP

Risk Assessment

SIL Determination
LOPA

Sub-cause

IEC 61508 \
IEC 61511 \

ISA 84.00.01-2004

O&HS risks

Site characterization
o facility
* environment

v

Screening

Initial
screening
results

No

environmental

interaction

! 1
1 I
. 1 d rt 1 t 1 Preliminary Environmental protection
Internal |mpaCtS — SOU rces & hazard " n an Oppo u n I IeS ] quantitative measures are not required
Risk Reductiorl ntaly analysis
1) SIF Design SIF Design
‘ Configuration —1—1
Risk Acceptance‘ [« Wa XN ) Detailed
\ £ 0 itati
Sub-cause Sub-cause I ) £ A N I} quantlla'tlve
Suggestions * 1 SIF Peformance analysis
Sl Verification Verification /
Sub-cause Sub-cause Output / Resuit of the \ - 7
Kaizens Quality Risk Management Progess < : ’,
NN Determine the
Sub-cause Sub-cause 4‘ need for, and extent of,
Risk Review Lifecycle Validation Smm:::""ﬂ:“ s/ monitoring and mitigation
& Certification \—/__L (see figure 2)
Maintenance Milieu / Man Power Method < - > ‘ Review Events /
I mecint Mother Nature [physical (process) 7/
: g work) / Mind ,
Power (brai
wer b ’,
'
”~
-




How we do it ?

RBT - Risk register

and

Categ (o) ri es identifi estimation  evaluation reponsibility

cation

Ex Governance H1 High

. H2
External impacts — sources & hazard
Ex Financial H3 High
Regulatory H4 Medium
and H5
compliance H6 X
In Operatonal H7 Medium X
H8
Internal impacts — sources & hazard W | Sy :190 High
Product H11 Medium X



Leadership and worker participation
BEEEZE 5 1 Leadership and commitments

- Taking overall responsibility and accountability for the protection of workers ”

1. Scope
2. Normative references work - related H&S
D - Ensuring OH&S policy and objectives are established and are compatible
4. Context of the Organization with strategic airection ,
B E— - Integration OH&S into the organization s business processes
' . - Ensuring that the resources for OH&S MS are available
> | HEihe - Developing internal/ external communication supporting OH&S
7. Support - Ensuring OH&S MS achieve intended outcomes, directing and supporting
o | O persons to contribute the effectiveness of MS,
e - Ensuring and supporting continual improvement, OH&S performance by
10.  Improvement systematically identifying and taking actions to address nonconformities and

opportunities, and work related risks
- Developing, leading and promoting an organizational culture that support
OH&S MS

5.2 OH&S Policy — implement and maintain in consultation

with workers at all level of the organization
v' Commitment- to provide S&H working conditions, appropriate to the purpose,

EHSEC Size and context of the organization and OH&S risks and opportunities

OH&S Culture

Integration OH&S
into the business
processes




Leadership and worker participation

[ [sosso;r | 5.3 Organizational roles, responsibilities, accountabilities and
1. Scope authorities
2. Normative references - Workers at each level of the organization shall assume responsibility for those
3. Terms and Definitions aspects of OH&S MS over which they have control
2 e hele roanieatan - Top management shall assign the responsibility and authority that OH&S MS
5. Leadership conforms with ISO standard, reporting performance of MS to top management
6. Planning
7. Support 5.4 Participation and consultation
e Boreaeon - Organization shall: provide mechanism, time, training and resources for
9. Performance evaluation consultation and participation of workers

-
=

- Identify and remove obstacles or barriers (language literacy barriers, reprisals
or threats and policies that discourage or penalize workers participation)

- Give additional emphasis to the participation and inclusion of non-managerial
workers (risk assessment, communication, expectation of interested parties,
establish the policy, assigning organizational role, establish OH&S objectives,
determining applicable control for outsourcing, contractors, ... ).

Improvement

OH&S Culture

Integration OH&S
into the business
processes




Planning

BEEZE 6.1 Action to address risks and opportunities
1. Scope - When planned OH&S MS the organization based on its context, interested

parties, scope (activities) shell determine the OH&S risks and opportunities.
- The organization shall consider the effective participation of workers, where
appropriate also involvement of other interested parties
- The organization shall assess the risks and identify the opportunities that are

Normative references
Terms and Definitions

Context of the Organization

O o RSN EC RO I By [V

Lead‘erh'p relevant to the intended outcome associated with changes in organizations,
Planning its processes or MS. The assessment shall be undertaken before planned
S changes.
Operation - The organization shell maintain documented information about OH&S risks
Performance evaluation and opportunities, and adequate processes.

10. Improvement 6.1.2 Hazard identification and assessment of OH&S risks

- Organization shall: establish, implement, maintain a process for the on-going

proactive identification of hazards arising. Source of hazards could include:
Q Routine and non-routine activities (equipment, materials, substances, hazard arise from
product LC, human factors, work activities)
Q Emergency situation
Q Changes — of knowledge, organization, processes, activities, ...
QO People —workers, contractors, visitors, those who can be affected by organization's activities
Q Past incidents

b

Proactive Risk
management

Integration OH&S
into business
processes
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Scope

Normative references
Terms and Definitions
Context of the Organization
Leadership

Planning

Support

Operation

Performance evaluation

Improvement

Proactive Risk
management

Integration OH&S
into business
processes

Planning

6.1.2 Hazard identification and assessment of OH&S risks

|dentification of OH&S and other opportunities

- Opportunity to enhance OH&S performance (planned changes to organization
— processes, activities, opportunities to eliminate or reduce OH&S risk

- Opportunities to adapt work — work organization and environment to workers

- Opportunities to improving OH&S MS

Determine of applicable legal requirement and other action

Planning to take action
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Scope

Normative references
Terms and Definitions
Context of the Organization
Leadership

Planning

Support

Operation

Performance evaluation

Improvement

Proactive Risk
management

Integration OH&S
into business
processes

Planning

6.2 O&HS objectives and planning to achieve them
- The objectives shall: be consistent with OH&S policy, legal and other
requirements, take into account the result of OH&S and other risks
and opportunities, measurable, be monitored, clearly communicated, updated,
- Integrated to the business processes

The OH&S objectives and plans how to achieve them, shall be maintain and
retain in documented information.

HAZARD | THREATH OPPORTUNITY

DOSLEDOK

Negative Positive




RBT and OH&S

RBT to OH&S risk management

lytical - ripti n e |
a) Creates value 4_, Analytical scope - description and b!‘eakdown of |_____ L = Brainstorming [
Mandate a system (system boundaries) H !
b) Integral part of and O I ! I S R B S 1
organizational processes commitment (4.2) Eatabilhing Hw coniett 1 + .
) Part of decision making I (53) : =
) ) ) e
o) Expliulily addricses [e— Risk assessment|(5.4) 1 Risk Identification e i
framework g : (dangerous properties, activities, substances, ~ ----- - —— e —— == B Check-list :
) Systomstic, siciured / IR B \ g oL Rk dentcaton 542 Jo|| 3 : endangering objectives, impact on goals) @ N
—- wi
f) Based on the best 2 : =
available information S ] § I g
9) Tailored immm"""‘ Immr;;‘:mmg H 3 : Risk Estimation <
of e t - 1, k-] E ————————————————
fITakas homaniand ""('f_;""‘ i g *ww " § i Expression of the risk by estimating the probability (= I Risk matrix :
fecount 5 s i andresut |77 7" T ekt ’: EEE 21 3]
i) Transparent and inclusive § : Their combination is a relationship: - ! 1 1 2 =] |
) o Monitoring le+—»]  Risk evaluation (5.4.4) 1 = S 1
3 Dynani, teratve and g oMok ovaiomtion 544 o1 ! R=PxD : et tF} |
1 1
k) Facilitates continual Tramawark ! + 0 1| 3 3 6| 9]
improvement and (45) : ﬁ : High 6.9 ]
h: t of th » " A
Z'r',,:r'.'.'iil'.':.'.' wie Risk treatment (5.5) 1 Risk Evaluation | ______ . 2 - :
! : . 5 s 2 ’: Medium 3,4 H
1 Expression of the risk level, its acceptability z o T i
] . "
Principles Framework 1 {E,g‘. Low, Medium, ngh} : ’ :
(Clause 3) (Clause 4) Process X s
(Clause 5) :
I
]
I
' . No
: Is it necessary to End
1 reduce the risk? Risks
I
. I
From RISK MANAGEMENT to OH&S risk management : il
i es
; +
I
I I
- New measures adopted to reduce or eliminate risk
I |
: |
- s
* __________________




Support
B2 /1 Resources

. Scope

Normative references 7 . 2 CO m pete nce
Terms and Definitions
Context of the Organization
Loadership 7.3 Awareness of workers
Planning

Support 7.4 Information and communication (internal and external)

Operation

Performance evaluation 7.5 Documented information

LEerE e - Available and suitable for use

- Adequately protected (loss, confidentiality, use, integrity)

- Control (distribution, storage, control of changes, retention and disposal,
access by workers.

OF o NIRRT N

-
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Communication,
workers
integration

Control of
documented
information




Operation

8.1 Operation planning and control

S  /mplementation and control the processes needs to meet requirements of the

1. Scope OH &S M S
2. Normative references 8.1 2 I_-herarchy of controls
3. Terms and Definitions - ellmm_ate the hazards, . _ ]
4. Contextof the Organization - subst/tu{e w:th less hazardous materials, processes, operations or equipment,
1 . - use engineering control ,

. eadership L. 4

: - use administrative controls,
6. Planning . , .
- provide and ensure use of adequate personal protective equipment.

7. Support
— 8.2 Management of change

. peration )
9. Performance evaluation 83 OUtsourC|ng
ol e aa The organization shall ensure that outsourced processes affected its OH&S MS

are controlled!
8.4 Procurement of goods (new equipment, materials)

8.5 Contractors

The organization shall establish processes to identify and communicate
the hazards and evaluate and control risks (contractor s workers activity,
organizational activity and its influence to the contractor s workers)

EtsEC 8.6 Emergency preparedness and response

Risk control
hierarchy

Outsourcing
Contractors




Performance evaluation

BT  © 1 Monitoring, measurement, analysis and evaluation (KPI)
1. Scope - Criteria against which the organization will evaluate OH&S performance
PR [ —— - Methods for monitoring, measurement, analysis and evaluation, as applicable,
N o to ensure valid results (legal and other compliance, hazard identification,
. erms and Definitions i . i
N e — operational controls, objectives)
5' | endereh : - When the monitoring and measuring will be performed
- - When the results from monitoring and measurement will be analyzed,
2 | evaluated and communicated
7. Support
S 9.2 Internal audit
9. Performance evaluation

-
=

- Planned intervals to provide internal audit — ensure that relevant audit findings

Lsereel are reported to relevant workers, relevant interested parties

Measuring KPI
Audit

9.3 Management review

- Planned intervals to ensure continuing suitability, adequacy and effectiveness
of OH&S MS.

Effectiveness
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Scope

Normative references
Terms and Definitions
Context of the Organization
Leadership

Planning

Support

Operation

Performance evaluation

Improvement

Hierarchy of
risk control

Effectiveness

Improvement

10.1 Incident, nonconformity and corrective action

The organization shall plan, establish, implement, and maintain a process

to manage incidents and nonconformities including reporting, investigating and

taking action

- React in a timely manner to the incident and nonconformity — direct action

- Evaluate the participation of workers and the involvement of other relevant
interested parties, the need for corrective action to eliminate the root cause
of the incident or nonconformity

- Review the OH&S risk assessment

- Apply hierarchy of controls and the management of changes in corrective
action

- Review the effectiveness of any corrective action

10.2 Continual improvement
- The organization shall continually improve the suitability, adequacy
and effectiveness of OH&S MS.
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This contribution was created by the implementation of APVV-15-0
Systems in Compliance with Industry 4.0 Strategy" and VEGA project no. 1/0150
Safety Systems for Machines, Machine Systems and Industrial Technologies.




